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Introduction

e Thank you for inviting me to speak to you today about the data retention obligations.

e Before I start, I'd like to thank the Communications Alliance for its engagement with the
department on data retention to date. Communications Alliance has been an important partner
in the development of the data retention legislation and as we embark upon the implementation
process.

e As we talk about implementing the new data retention obligations, | think it’s worthwhile
acknowledging that the policy debate around data retention can fairly be described as a vigorous
and passionate debate - there were a variety of matters about which reasonable minds could
genuinely disagree.

¢ As many of you here will know, the legislation is intended to ensure that key pieces of
telecommunications data are available to assist law enforcement and security agencies in their
investigations.

e Achieving this though necessarily relies on service providers —and while there may have been
disparate views on the policy, I’'m confident that continued engagement and collaboration can
support effective implementation, and ultimately achieve the objects of the legislation.

e Inthat spirit, today | will speak mainly about implementation of the obligations, particularly the
role that I, as Communications Access Coordinator, play in approving data retention
implementation plans and applications for exemptions from, or variations to, the obligations.

¢ Inthat context I'll also mention some of the work that the Attorney-General’s Department is
undertaking to assist providers to understand and implement the new obligations.

e Finally, | will touch briefly on the Government’s proposed telecommunications sector security

reforms, ahead of the upcoming release of the exposure draft legislation for public consultation.

Data retention — the basics
e Asyou know, the Data Retention legislation passed through Parliament in March this year.
e My office has since put out a range of guidance material and talked to or met with many

providers.
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There remains some misconceptions in a number of quarters around the data retention
obligations, so, before | go any further, | thought it might be useful to clarify what the data
retention obligations do and don’t require.
The obligations do require service providers to retain a limited set of telecommunications data,
set out in the legislation, for at least two years.
The obligations do require providers to protect retained data in two ways, namely by:

e encrypting retained information; and

e protecting retained information from unauthorised interference or access.
The obligations do not require providers to retain data on a separate, dedicated storage system -
as required in the European Union. Providers can choose to increase their usual, operational
storage if this is a viable option for them.
The obligations do not require providers to store their retained data in a single location.
The obligations do not require providers to implement ‘request management systems’ or build
specific delivery systems. Agencies’ data requests continue to be covered by the
Telecommunications Act, which states that service providers must provide agencies with
“reasonably necessary” assistance, with the cost of that assistance split on a ‘no-profit, no-loss’
basis.
The obligations do not require providers to retain the legislated data in a specific format.
The obligations do not require internet service providers to retain data about their subscribers’
“web browsing history”.
| acknowledge that the expression “web browsing history” was used during Parliamentary
debates and media commentary alike, but is not a term of art in the industry.
For the purpose of clarity, in the case of ISPs, the legislative exclusion extends to all
‘destinations’ on the internet where an ISP’s customers may send or receive information. The
only exception is where the ISP is offering an additional relevant service that requires destination
information to be retained, such as VolP or e-mail.
The obligations do not require service providers to retain data for some service types, these
include:

e broadcast services

e services supplied within an “immediate circle” , and
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e services supplied only to places in the “same area”.

e These exclusions ensure that institutions, particularly corporations, are not required to retain

telecommunications data in relation to their internal networks.

e The exclusions also make it clear that entities, such as coffee shops, that happen to offer

internet access to their customers do not have data retention obligations.

e The obligations do not require providers to retain data about every “packet” that passes over
their network. Instead, the Act allows individual “packets” to be aggregated into a single
“communication session” for the purpose of the obligations.

e The obligations do not require providers to retain data that is not relevant to the service they
provide. This means that a provider may not be required to retain data for all six categories in
the data set.

e This is possibly one of the most misunderstood aspects of the data retention regime.

e The relationship between a telephony reseller and its wholesale provider is a useful
example to explain the point. The data retention obligations apply to both, but the data
each retains depends on the specific arrangement between them for delivery of
telephony services.

e Atypical arrangement is that the wholesale provider manages the service while the
reseller deals with the end-user relationship.

e Where that’s the case, the wholesale service provider is required to retain all six
categories of data in relation to the communications on its network. However, the
customer data it logs will simply identify the reseller. The reseller is required to retain the
richer data about its particular customers.

e There is no requirement for the wholesaler and reseller to ‘pool’ their data.

e In this example, if an agency wanted to find out the subscriber of a particular phone when
a particular call is placed, it would submit two data requests — one to the wholesale
provider for the details of the call, and another to the reseller for the detailed subscriber

information.
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Finally, the obligations do allow service providers to work together to meet their data retention
obligations. The legislation requires providers to keep, or cause to be kept, the specified data.
The formulation of that obligation supports co-operation or ‘one-for-many’ federated data
retention solutions. Whether you want to go it alone, work with a vendor or seek out a co-

operative solution is a business choice for each provider to make.

Data retention — what next

The data retention obligations come into effect on the 13" of October this year.
Service providers will need to comply with their data retention obligations by this date.
Service providers that cannot comply by the 13" of October may apply to me for:
e approval of an implementation plan that details how they will achieve compliance over
the 18 months from 13 October 2015 to 13 April 2017, and/or
e an exemption from and/or variation of their data retention obligations in relation to one
or more services they provide.
The legislation requires me to consult with law enforcement and security agencies before | make
a decision on an application. In making my decision, | must take into account not only the
interests of these agencies, but also the objects of the Telecommunications Act, including the
promotion of an efficient and competitive telecommunications market. One of the matters that |
am expressly required to consider is the service provider’s compliance costs, and how, in the
case of an implementation plan application, an extension would help manage those costs.
By law, | have 60 days to consider each application. Accordingly, providers should have their
applications to me a minimum of 60 days before the 13" of October — being 13 August - if they
hope to have an agreed application in place by commencement of the obligations.
| would however encourage all providers to lodge plans in July or early August to facilitate any
necessary engagement on or adjustment to the plan before the deadline.

My office has developed application templates and guidance material to assist with this process.
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Data retention — Implementation Plans — More detail

Data retention implementation plans, or DRIPs as we affectionately call them, were introduced
in response to direct industry feedback that implementation of working, cost-effective data
retention solutions would require 18 months, in part to align with capital and renewal cycles.
Approved DRIPs give providers up to an additional 18 months, on top of the 6 months delayed
commencement, to meet their data retention obligations.

Providers that want to take advantage of this facility will need to set out all their services that
are subject to the data retention obligations - including the services that will be compliant on the
13" of October this year.

For the services that will not be compliant by this date, providers will need to detail — per service
— the steps they will take to achieve compliance by the end of their requested period.

The maximum implementation period allowed in the legislation is 18 months — or up to the 13t
of April 2017.

That means that from the 13" of April 2017 all providers should be compliant with their data

retention obligations or hold an exemption or variation.

Data retention — Exemptions and variations

Providers can also apply to me for an exemption from all or part of their data retention
obligations in relation to one or more services they provide. This mechanism mirrors the existing
framework for exemptions from interception capability obligations, and will be familiar to some
of you.

Given the considerable variation between networks and services, | will generally consider these
applications on a case-by-case basis.

If | agree to exempt a provider from complying with all or part of its obligations, this decision
must be kept confidential. Any publication of an exemption may naturally affect the ability to
maintain that exemption.

I may also reference a class of service providers in an agreed exemption, for example | may

specify that IPTV service providers are not required to retain data in relation to that service.
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Industry assistance — the Government

We know that the data retention obligations create work and, necessarily, cost for the
telecommunications industry.

The Government acknowledged this when it announced a package of $131.3 million over three
years to help the telecommunications industry with the upfront capital costs of data retention.
Of this, $128.4 million will go directly to industry.

The design of the industry funding programme is still subject to final decisions within
Government, but we hope to make it available in the third quarter of this year.

| can, however, advise that the funding programme is being designed to take into account
recommendation 16 of the PJCIS’ report on the data retention bill —as committed to by the
Government in its response to the report.

The recommendation called for a contribution to upfront capital costs that takes into account
variation within the industry. The recommendation drew particular attention to the needs of
smaller providers; the differing impact of the obligation across industry-segments; and the fact

that some companies have recently invested in data retention capabilities.

Industry engagement — now and into the future

As | mentioned earlier, we know that successful implementation of the data retention
obligations depends largely on how successful we are at engaging with you - industry.

This was also recognised by the Government when it created the joint Government-Industry
Implementation Working Group on introducing the Bill.

This is a group that we find to be an effective vehicle for collaboration between government and
industry on implementation of the obligations.

During the development of the Bill the Department benefited from the views of industry,
including through Communications Alliance and the Implementation Working group.

Industry views influenced the formulation of the data set, and the development of extended
implementation arrangements to support a transition to full compliance with the new

obligations.
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We are now very much looking forward to working with providers as they seek to give effect to
the obligations, and have developed a package of guidance materials we hope will be helpful in
that regard.

We are also continuing that conversation, and updating our guidance material to provide
assistance on new questions as they are asked.

Communications Alliance, in consultation with the Internet Society, is currently leading
development of guidelines on the encryption and protection of retained data, recognising the
need for consistent guidance that address the technical challenges inherent in implementing
protection in complex data systems.

We have created a dedicated data retention industry phone number, which we call our
“hotline”, to provide industry with a direct line in to the Department - to support understanding
and implementation of the data retention obligations.

In addition to this work to date, we also have a number of measures in train to further assist the
telecommunications industry with understanding and implementing its data retention
obligations.

One of these measures is a commitment to include practical examples and case studies in the
next iteration of the data retention guidance documents. This suggestion was made by industry
members of the Implementation Working Group, and | would like to thank Communications
Alliance for volunteering to initially draft this material and put it to the group for agreement.
We are bringing together a data retention Agency Technical Team — or the A Team as we like to
call it — made up of technical and operational specialists. From next month, members of this
team will be available to help service providers to understand how the data retention obligations
apply to their services.

Lastly, we are currently exploring options for an e-form to facilitate the online lodgement of
DRIPs. Our hope is that using e-forms will make form-completion easier for you, reduce the need
for my office to contact you seeking clarifications, and perhaps assist any future application

process for funding. All things going well, the form will become available before August.
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Data retention — future contact points

Hopefully that gives you a broad picture of our role, and a flavour of the work my team is doing
to genuinely support the implementation of these significant changes.

Before | move on to briefly mention the government’s proposed telecommunications sector
security reforms, | want to share some contact details and introduce you to the team that | have
brought with me today.

The team supporting me in this work can be reached via a group email address: CAC@ag.gov.au.

We also have a dedicated phone ‘hotline’ number,

02 6141 2884. Through email or phone you’ll be able to reach the right people to help with any
questions, and to provide the most up to date guidance material available.

The staff here today represent a broad range of skills and experience. They’re here as part of
their commitment to work with as many providers as possible, and to help wherever possible —
including by being available today to answer any questions you may have after the formal
presentations. By introducing them, | am hoping to help you to seek out the right person after
this seminar — should you have any residual questions about data retention.

Many of you would be familiar with Anna Harmer, Assistant Secretary of the Electronic
Surveillance Policy Branch. Anna is responsible for managing both the policy and implementation
of the data retention regime.

Greg is the Director of the Electronic Surveillance Capability and Engagement Section, within
Anna’s Branch. Greg is responsible for the data retention guidance material and general industry
engagement matters.

Jane is an Assistant Director in Greg’s section. Jane’s background is in electrical engineering and
she has a range of experience in telecommunications industry regulation.

Sabiq is a Legal Officer working with Jane and Greg. Sabiq assists with the data retention hotline
and is a great first point of contact in the Department.

Jeff is from the AFP, and is one of a number of agency technical representatives supporting the
implementation of the data retention scheme. Jeff’s background is in electronic

communications, and he brings with him operational experience from his work with the AFP.
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All of these representatives will be happy to chat to you further today, or at any time throughout

the data retention implementation period and beyond.

TSSR

| thought | would also take the opportunity of speaking to you today to mention the
Government’s proposed telecommunications sector security reforms

As you may be aware, the Attorney-General has signalled the Government’s intention to proceed
with legislative reforms to better manage national security risks to Australia’s
telecommunications networks — particularly those that emerge through the global supply chain.
A separate team in the Department is leading this work — but | mention it today given your likely
interest in the issues.

The proposed reforms, set out in the exposure draft of the legislation that will be released
shortly, largely reflect the approach that was recommended by the PJCIS in 2013 and previous
discussions with industry.

The exposure draft will be published on the Attorney-General’s Department website for a period
of public comment.

e Given the extensive consultation with industry to date, we do not at this stage propose to
hold further stakeholder consultation workshops — unless there is strong interest from
industry for us to do so.

The Department is committed to implementing the reforms in a manner that:

e complements the data retention regime;

e minimises impacts on industry; and

e provides for a level playing field across the sector.

It is likely that introduction of the Bill into the Parliament will take place later this year, with

referral to the PJCIS for further public inquiry also likely.

The Department has committed to working with industry on the administrative guidelines to
support the legislation and an updated draft of these guidelines, based on previous industry

feedback, will be circulated for further consultations.
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Thank you

e Can | conclude by thanking you once again for the opportunity to speak to you today. | take my
role as the Communications Access Coordinator seriously, and value the opportunity to engage
with the telecommunications industry on the frameworks through which assistance to law
enforcement and security agencies is facilitated.

e | am sure that many of you will have the opportunity to engage with my team in coming months,
and | look forward to working with you as we collectively give effect to these significant reforms.

e Thank you.
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